SkyBadge — Trust & Security Overview

A one-page summary of skybadge.ai/trust for city attorneys, IT departments, and purchasing. SkyBadge is a SKY Al
LLC product (California) for training-records compliance at small public safety agencies.

The principle
Al never decides anything about a person. It reads paperwork; agency staff confirms every record before it is saved.

Data ownership and export

The agency owns its data — all of it, always. Full export is available anytime in standard formats; the agency is never
locked in. At offboarding, SkyBadge delivers the export and then provides written confirmation of deletion.

Encryption and U.S. hosting
Agency data is encrypted in transit and at rest, and stored on servers located in the United States.

No Al training on agency data

Agency data is never used to train Al models — not by SKY Al LLC and not by any vendor processing it on our
behalf.

Audit log

Every change to a record is written to an append-only, tamper-evident audit log: who made the change, what
changed, when, and the before and after values. Entries cannot be edited or deleted, including by SKY Al LLC.
Records entered after the fact are permanently flagged as retroactive, and a court-ready certified export of an
officer's complete training history is available on request.

Access and accounts

Individual accounts only — no shared station passwords. Access is role-based: coordinators manage records, chiefs
see read-only dashboards, and officers see only their own records. These rules are enforced in the database, not
just the interface.

Subprocessors

SkyBadge names the vendors that operate parts of the platform. Each is bound to the same data protections:
Supabase (database and authentication, hosted in the United States); Anthropic (Al processing — no training on
inputs); Voyage Al (search indexing for document questions — no officer records); Twilio (SMS and voice reminders);
Resend (email delivery).

CJIS scope

SkyBadge manages training records — personnel data, not criminal justice data. It does not connect to CJIS
systems and does not accept criminal-case data, medical records, or data about minors.

Contact

Security questions go to the founder, Dr. Waheed Ali, directly at hello@skybadge.ai. A data processing agreement is
available on request. The full trust page is at https://skybadge.ai/trust.
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